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INTRODUCTION

When I was a little girl, I used to gaze at the traffic out the car
window and study the numbers on license plates. I would reduce
each one to its basic elements—the prime numbers that made it
up. 45 = 3 x 3 x 5. That’s called factoring, and it was my favorite
investigative pastime. As a budding math nerd, I was especially
intrigued by the primes.

My love for math eventually became a passion. I went to math
camp when I was fourteen and came home clutching a Rubik’s
Cube to my chest. Math provided a neat refuge from the messi-
ness of the real world. It marched forward, its field of knowledge
expanding relentlessly, proof by proof. And I could add to it. I
1najored in math in college and went on to get my PhD. My the-
18 was on algebraic number theory, a field with roots in all that

.
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factoring I did as a child. Eventually, I became a tenure-track pro-
fessor at Barnard, which had a combined math department with
Columbia University.

And then I made a big change. I quit my job and went to
work as a quant for D. E. Shaw, a leading hedge fund. In leav-
ing academia for finance, 1 carried mathematics from abstract
theory into practice. The operations we¢ performed on numbers
translated into trillions of dollars sloshing from one account to
another. At first 1 was excited and amazed by working in this new
Jaboratory, the global economy- But in the autumn of 2008, after
I'd been there for a bit more than a year, it came crashing down.

The crash made it all too clear that mathematics, once my ref-

e made il o s e mathemats e o
uge, was not only deeply entangled in the world’s problemns but
apse of

also fueling many of them. The housing crisis, the coll

major financial stitutions, the rise of unemployment——all had
been aided and abetted by mathematicians wiclding magic for-
mulas. What’s more, thanks to the extraordinary pOWers that 1
loved so much, math was able to combine with technology to
multiply the chaos and misfortune, adding efficienc and scal

systems that I now recognized as flawed.
If we had been Jear-headed, we all would have taken a step

back at this point to figure out how math had been misused and
how we could prevent a similar catastrophe in the future. But
instead, in the wake of the crisis, new mathematical techniques
were hotter than ever, and expanding mto still more domains.

They churned 24/7 through petabytes of information, much of
media or e-commerce websites. And in-

it scraped from social
s of global finan-

creasingly they focused not on the movement
cial markets but on human beings, on us. Mathematicians and
statisticians were studying our desires, movements, and spending
power. They were predicting our trustworthiness and calculating

our potential as students, workers, lovers, criminals.
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This was the Big Data economy i
e . and it promised spe

Sgumés Orcloor:rlit;terlp.)rogram'could speed through thousznfltsagllcl igeif

e f}llaelcatlons in a.s.econd or two and sort them into

e n;ost promising candidates on top. This not

ey also 'wa.s marketed as fair and objective. After

e maChe. prejudiced humans digging through ream
, ines processing cold numbers. By 2010 or soS

mathematics was St
asserting itself as never b .
and the public largely welcomed it clore in human affairs

Yet I saw trouble. The math
the data ec -powered applications poweri
beings. So rzzog;li/hwere bas';ed on choices made by falliblz huerrri:f
— Neverthesle choices were no doubt made with the best
orcfudice, mlsundere ;353,Cl many of these models encoded human
Al i standing, and bias into the software systems
e Wi r}; Oazaged ouT lives. Like gods, these mathemat
ghert prih 1o tE que, the.lr workings invisible to all but the
e dfﬁlr domain: mathematicians and compute
= dis1_:>ute Orr ;/er ICItS, even when wrong or harmful, werI; bei
the oppressed in — {\nd they tended to punish the poor and
| v p Wi;llr society, while making the rich richer.
B eapons of viath Da name for these harmful kinds of models:
a estruction, or WMD:s for short. I'll walk yoz

through an ex :
ample, pointing out i .
along the way. g out its destructive characteristics

Aso i

B nftgetz:algpg}ss, this case started with a laudable goal. In 200
turn around’tht;, c‘ityl’:eigz}l;(zfcj)\rdri'an Fe}lllty,lwas RO t7(;
oo e ' ming schools. He had hi
o l(l)ge}:lltrsnw :st the 'tl‘me, barely one out of every twlcf ‘l)lvg}l:
| s}lljtrhvwmg to graduation after ninth grade, and
it g dgradérs were performing at grade level in
i an education reformer named Michelle Rh

ul new post, chancellor of Washington’s schools -

L



WEAPONS OF MATH DESTRUCTION

The going theory was that the students weren't learning

their teachers weren’t doing a good job. So in

enough because
2009, Rhee implemented a plan to weed out the low-performing
ed school districts around

teachers. This is the trend in troubl
the country, and from a systems engineering perspective the

thinking makes perfect sense: Evaluate the teachers. Get rid of
the worst ones, and place the best ones where they can do the

most good. In the Janguage of data scientists, this “optimizes”

the school system, presumably ensuring better results for the
ould argue with that?

KGds. Except for “had” teachers, who ¢
Rhee developed 2 teacher assessment tool called IMPACT, and

at the end of the 200910 school year the district fired all the

teachers whose SCOTES put them in the bottom 2 percent. At the

end of the following year, another 5 percent, O 206 teachers,

were booted out.
Sarah Wysocki, a fifth-grade teacher, didn't seern to have any
reason to worry. She had been at MacFarland Middle School for

ut was already getting excellent reviews from her

only two years b
principal and her students’ parents. One evaluation praised her

attentiveness to the children; another called her “one of the best

teachers I've ever cOme into contact with.”
Yet at the end of the 2010-11 school year,
miserable score on her IMPACT evaluation. Her problem was 2

new scoring system known s value-added modeling, which pur-
g math and lan-

orted to measure her effectiveness 1n teachin
guage skills. That score, generated by an algorithm, represented
half of her overall evaluation, and it outweighed the positive -

views from school administrators and the community. This left

the district with no choice but to fire her, along with zog other

teachers who had IMPACT scores below the minimal threshold.

This didn’t seem t0 be a witch hunt or a settling of scores:

Indeed, there’s a logic 10 the school district’s approach. Admin-

Wysocki received a
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istrators, after all, could be frie i
e ' ! nds with terrible teach
couldad goz ctlhesl(r) s\t{/le 1(;r their apParent dedication. Balé3 rtiaffi?
S ) }?s mgto.n, like many other school systernss
woudminimi results‘umhal.n bias and pay more attention to score7
i Wou]d. achievement scores in math and readin s
R fs'peak clearly, district officials promi g
Wysocki, of cojrr:e aflrl.t h -
N Wanted,t , telt the numbers were horribly unfai
ohe waned t(;} l;;o’\:v v}\lzhelre they came from. “I don’t t}ilinlﬁzlrrl, ind
o S, s e? ater told me. How could a good teay hne
iy cores? What was the value-added model rflezr
Well, she learned, it was compli
ey . plicated. The district i
- Wity},1 IZEECSOIH_])E-ISCCI Mathematica Policy Re?jjrc};ireti
it e(ail uatl.on system. Mathematica’s challer,l e
il icssure e lucatlonal progress of the students in t}g;
jictace hen fo bca culate how much of their advance or d y
" gy researclh utelc<l to their teachers. This wasn’t eas (e);
e errs r;ew that many variables, from studz,nts’
S StUdentg ounds to the effects of learning disabilitie
! d.ﬁ(-)utcomes. The algorithms had to make ;7
iy itferences, which was one reason they were Esl:c;
Indeed, attempting to redu
- . uce human behavior,
n lfemattilca: :fa jlugorlthTS is no easy job. To undi:f::l?i:l:e;
Y neighborhoolzl a‘galnst, picture a ten-year-old girl livin ia
i oo mhsoutheastern Washington, D.C. Atéjchn
ren s e, Ony S}rl, she takes her fifth-grade standardized teste
R o .nioe. may have family issues or money prob;
A brOthervml;g fr?m one house to another or worried
B ot who's in t.rouble with the law. Maybe she’
er weight or frightened by a bully at sc};loeo? ?S
.In

L
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any case, the following year she takes another standardized test,

this one designed for sixth graders.
If you compare the results of the tests, the scores should stay

stable, or hopefully, jurp up- But if her results sink, it’s easy t0
at of the suc-

calculate the gap between her performance and th
cessful students.

But how much of that gap
know, and Mathematica’s models have only a few
compare. At Big Data companies like Google, by contrast, re-
searchers run constant tests and monitor thousands of variables.
They can change the font on a single advertisernent from blue to
red, serve each version to ten million people, and keep track of
They use this feedback to hone their
¢ 1 have plenty of
e of testing is an

is due to her teacher? It’s hard to
numbers to

which one gets more clicks.
algorithms and fine-tune their operation. Whil
issues with Google, which we'll get 1o, this typ

effective use of statistics.

Attempting 0 calculate the impact that one person m

on another over the course of a school year is much more com-

plex. “There are s many factors that g0 into learning and teach-

1d be very difficult to measure them all;” Wysocki

ing that it wou
says. What's more, attempting to score & teacher’s effectiveness

by analyzing the test results of only twenty-five of thirty students

d, even Jaughable. The numbers are far t00
Indeed, if we were

ay have

is statistically unsoun
small given all the things that could go wrong.
to analyze teachers with the statistical 1igor of a search engine,
we'd have to test them on thousands or even millions of randomly

selected students. Statisticians count on large num
out exceptions and anomalies. (And WMDs, as we'll see, often

punish indivi als who happen o Te the exception.)

Equally important, statistical systems require fee back—some-
thing to tell them when they'e off track. Statisticians use eI1o1s

to train their models and make them smarter. 1f Amazon.com:

y -
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through a faulty correlation
boo ‘ , started recommendi
rithrkns Soielznﬁietglrlsl; the cli.cks would plummeilt;idli\}?: a(;are
however. a statisti:ga ed. until it got it right. Without feedbaii_
damaging analysi }el.nglne can continue spinning out faulty a d,
Many of they\)\;l\vz DlleI,never léarning from its mistakes. s
the Washington sch lsd-H b.e ,dlSCUSSing in this book, includin
that. They define tho? istrict’s value-added model, behave likg
- e(;r 1o.wn reality and use it to justify their r €
and very comm odel is self-perpetuating, highly destructi ©
on. ctive—
When Mathematica’s scorin
. _ g system tags Sar .
it sv(;:hlzz :iaffhitt%rjv as fs'u]ures, the district ﬁris theilh. Bwu}tlsi?(fvl:/ldand
i od that the G “gh.t? It doesn’t. The system itself has deses
s a};z]vesr.e ‘f‘ell)llur::s, and that is how they are vieweedr_
wapeats o dermonst ix “bad” teachers are gone. That fact alon.
It is cleansing the d.rat.e how effective the value-added model -
o istrict of underperforming teachers. Instead o
e :atrutlh, the score comes to embody it. it
of them throu h;n f Ch?fa WMD feedback loop. We'll see ma
creasingly using u dt' is book. Employers, for example, are o
B o oo thei bfi;llzre it scores to evaluate potential hire;. Th;:_
show up to work Orljrsmptly, the thinking goes, are more likel te
plenty of responsibl ime and follow the rules. In fact there}; .
fortune and see theci:r Pci(e)lcjlli: :ICI:)d gofofl o who S’uffer mir;
credit correl i : S EHEEE T oS
scores less liljetfs tVOVl{;h (]1) ad job performance leaves those :s}/]j}tl ll)(jl ¥
E . ich furi/her nd work. ]o.blessness pushes them toward ow
them to land a ]'obWI(t)’rsSanscjﬂ:velr SC(()}res, making it even hardelr) f;:
e Low : nward spiral. And emplo
- Creditir;}(;ri(:old evrsployees they've missed outponyeb;s fzfc::;esf
tamouflaged b ‘ hrl S iayjhetonon asumpens
y math and go largely untested and unquestioneacrle
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This underscores another common feature of WMDs. They

tend to punish the poor. This is, in part, because they are engi-
neered to evaluate large numbers of people. They specialize in
bulk, and theyTe cheap. That's part of their appeal. The wealthy,
by contrast, often benefit from personal input. A white-shoe 1aw
frm or an exclusive prep school will lean far more ont recommen-
dations and face-to-face interviews than will a fast-food chain or

hool district. The privileged, we'll see

o cash-strapped urban s
time and again, arc processed more by people, the masses by

machines.
Wysocki’s inability to find someone who could explain her ap-

palling score, too, is telling: Verdicts from WMDs land like dic-
tates from the algorithmic gods. The model itself is a black box,

its contents a fercely guarded corporate secret. This allows con-

sultants like Mathematica to charge more, but it serves another
re kept in the dark,

purpose as well: if the people being evaluated a

the thinking goes, theyll be less likely to attempt 0 game the

system. Tnstead, they'll simply have to work hard, follow the rules,

and pray that the model registers and appreciates their efforts. But

if the details are hidden, it’s also harder to question the score or to

protest against it
For years, Washington teachers complained about the arbitrary

scores and clamored for details on what went into them. It's an
algorithm, they were told. It’s very complex. This discouraged
many from pressing further. Many people, unfortunately, are in-
timidated by math. But a math teacher named Sarah Bax contin-
ued to push the district administrator, 2 former colleague named
Jason Kamras, for details. After a back-and-forth that extended

for months, Kamras told her to wait for an upcoming technical

report. Bax responded: “How do you justify evaluating people
planation?"

for which you are unable to provide ex

by a measure
The analysis is outsourced &

But that’s the nature of WMDs.

INTRODUCTION

coders and statistici
the talking tisticians. And as a rule, they let the machines do
Even so, Sarah Wysocki wa
dardized s well aware that her stu {
- Somet:zts;Ci;)ir:rsl cogmted heavily in the formula. Ajc(lirlllt;zt:}rl]-
at MacFarland Midscil eSfore starting what would be her final eaer
her incorming fith rec1 chool, she had been pleased to see Zhat
year-end tests. At Bafnal zrs had scored surprisingly well on their
T S—— fro«:l Elementary School, where many of Sar-
o idun o sondi ,1 29 pfrce?t of the students were ranked
the school district ng level” This was five times the average i
Yet when classe.s started sh h o
gled to read 3 e saw that many of her studen
the Washing:c:: I;Z;;nplz S(jmences’ M i“VCStigattisosrtlzubg :
TR standardz.m y SA Today revealed a high level of era}j
including Barnard Al Z}T- }:eStS at forty-one schools in the district
greater likelihood c')f ch & rate of corrected-answers points to a:
70 percent of the cl eating. In some of the schools, as man
i c lilssrooms were suspected. e
p— evallsu ata.lve to do. with WMDs? A couple of things
e Tlli)n ,algorl'thms are a powerful tool for behag '
fehools they featu.r ) abts their RUAROSE; and in the Washin tO‘I/]—
I studente oth a stick and a carrot. Teachers kie
risk. This gave teacshcsatumbled on the test their own jobs were :;
dents passed, especiallrS 3 strong motivation to ensure their stu-
market. At the same ty ® th-e Gre.at Recession battered the labor
B s and o ime, if their students outperformed their
B o =dd th ministrators could receive bonuses of up to
the case—the high nl;)rsnebzf\;v;:rful incentives to the evidence in
- erasures an .
est scores—there were grounds for suspifict)}rllet;l:l?(gj:tlfllyg}rl1<gih
-grade

teachers. bowi
, bowing either to f
students’ exams. ear or to greed, had corrected their
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e, then, that Sarah Wysocki’s fifth-grade stu-

It is conceivabl
dents started the school year with artificially inflated scores. If so,
ear that they'd

their results the following year would make it app
heir teacher was an under-

Jost ground in fifth grade—-and that t
convinced that this was what had hap-

performer. Wysocki was
pened to her. That explanation would fit with the observations
d her principal that she was indeed a

from parents, colleagues, an
1. Sarah Wysocki had

good teacher. Tt would clear up the confusio

a strong case {0 make.
But you cannot apped
power. They do not listen. Nor do they bend.
only to charm, threats, and cajoling but also to logi
there is good reason 0 question the Jdata that feeds their conclu-
sions. Yes, if it becomes clear that automnated systems are screwing
up on an embarrassing and systematic basis, programmers will
go back in and tweak the algorithms. But for the most part, the
programs deliver unflinching verdicts, and the human beings em-
ploying them can only shrug, as if to say, “Hey, what can you do?”
And that is precisely the response Sarah Wysocki finally got
from the school district. Jason Kamras Jater told the Washington
Post that the erasures Were “suggestive” and that the numbers
e been wrong in her fifth-grade class. But the evidence

might hav
was not conclusive. He said she had been treated fairly.

dox? An algorithm processes a slew of

with a probability that a certain person
orist, or a miserable

c—even when

statistics and comes Up
might be a bad hire, a risky borrower, a terr
teacher. That probability is distilled into a sCoTe, which can turnt

someone’s life upside down. And yet when the person fights back,

tive” countervailing evidence simply won't cut it. The case

“sugges
¢ human victims of WMDs, we'll see time

must be ironclad. Th
and again, are held to a far higher standard of evidence than the

algorithms themselves.

n
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n

After th .
only a few Z:l;:?hzflf:dr ﬁlrmg, Sarah Wysocki was out of a job for
' plenty of people, i -

to vouch f people, including her princi
ata sch0010 . her as a teacher, and she promptly lartcfdeedr prmc.ll?al’
to a highl N an.afﬂuwt district in northern Virginia ; e
y questionable model, a poor school lost a {;{OlodotLalilks
eacher,

and a rich school, whi
, which didn’t fir
students’ scores, gained one e people on the basis of their

Following the housing crash, I
sy ity , I woke up to the proliferati
s 2OHalncll(lllrilttcjr anc.l to the danger they posed t(l)) ourfeercal;f; "
e iny ](?b a? the hedge fund. Later, after reb mc}l/.
ok el ea a 'SCICHtISt, [ joined an e-commerce stalrril "
Logbimion a%V ap(?m’[, I could see that legions of other WI\/_I%)
ol UZIT every cor‘lceivable industry, many of the S
e r(l] y ity and punishing the poor. They were at t}zn
To spread t{l;le %vo?(tla e}:OI]to\r;/y' e
e a ou MDs, I launched a blo
e Sk))/pgpy lszz;/zss tto moblhz'e fellow mathematicians agi,iliv[stitl?-
50 0 Oppy Al ;cs Dand blase.d models that created their owe
e thp . 1.zltal specialists, in particular, were dr :
i B,Ut ! nj:l}é alerted me to the spread of WMDs in ?1:\1;
T Manhatt—zou, when Occupy Wall Street sprang t
e an, I saw that we had work to do amon g"tho
L acc.o unto;slafnds had gathered to demand econ({‘fm'e
— ao ;t ity. And yet when I heard interviews witlfcl
o Th,ey Ci/e lenhseerjled ignorant of basic issues related
e ard y 7adnt been reading my blog. (I should
- kn,ow th};tl-l hor1 t rlleed to understand all the details of
I could either critilctiz;i St}flalled') .
em or joi i
them. Soon T was facilitating wee]kll;1 :rllleeer?i’nlgzez?flfj 7/311 jOi?ed
ernative
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Banking Group at Columbia University, where we discussed
financial reform. Through this process, I came to see that my two
ventures outside academia, one in finance, the other in data sci-

ence, had provided me with fabulous access 0 the technology and

culture powering WMDs.
Tl-conceived mathemnatical models now micromanage the

from advertising o prisons. These WMDs have many

economy,
of the same characteristics as the value-added model that derailed
¢ schools. TheyTe

Sarah Wysocki’s career in Washington’s publi
opaque, unquestioned, and unaccountable, and they operate at 2
scale to sort, target, or “optimize” millions of people. By confus-
ing their findings with on-the-ground reality, most of them create
pernicious WMD feedback loops.

But there’s one important distinction between 2 school district’s
value-added model and, say, a WMD that scouts out prospects for
extortionate payday loans. They have different payoffs. For the
school district, the payoff is 2 kind of political currency, & sense
that problems are being fixed. But for businesses it’s just the stan-

For many of the businesses running these

dard currency: money.
ney pouring in seetns to prove that their

rogue algorithms, the mo
models are working. Look at it through their eyes and it makes
sense. When theyre building statistical systems to find customers
or manipulate desperate bOITOWers, growing revenue appears 10
show that theyre on the right track. The software is doing its job.
The trouble is that profits end up serving as a stand-in, or Proxy,
for truth. We'll see this dangerous confusion crop up again and

again.
This happens because data scientists all too often lose sight of

the folks on the receiving end of the transaction. They certainly

understand that a data-crunching program is bound to misinter

pret people a certain percentage of the time, putting them in the

wrong groups and denying them a job or a chance at their dreai®s

INTRODUCTION
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house. But as a rule, the peopl i
e 3 ple running the WMDs don’
Centives'eTe}:(re?rr: 'Tt'helr feedbac.:k is money, which is als:)) I:}fe(}:v frﬂ
centive. Thelr Zs elms' are engineered to gobble up more data and
e fna ytics so that more money will pour in. Inve
for of , feast on these returns and shower WMD . i
more money. -
And the victims? Well, an inter i
e - , nal data scientist might s
g Z}f/tset;mh(l:(ansbe perfect. Those folks are coll‘f.;ffemlal(}ll;lrr;l(i
i expendable, l:‘e arah Wysocki, they are deemed unworth
R aH. th(;rget a]laout them for a minute, they might sa;
ommendation enginlzioci ivvl:lcjoﬁi? helpﬁﬂ fsluggeStions s reC:
e ! music they love on Pan
A, Ibe(;EntmkedIn’ or perhaps the love of their lifd -
com. of the astounding scal di =
T e, and ignore the im-

Big Data has pl
plenty of evangelists, but I
MM'—g}LML
o ingioc tch\lfllll fo\():\lljs sharply in the other direction, on t(;I tg:m.
il explore i lcMDs and the injustice they perpetuate \;Vn-
- j;ntl ul ﬁxamples that affect people at criticai lif:
A o college, borrowin .

to pris : ] g money, getting sent

prison, or finding and holding a job. All of these l?fee;oii N

ins

are increasingly controlled b
B ishuments. y secret models wielding arbitrary

Welcome to the dark side of Big Data




CIVILIAN CASUALTIES

Justice in the Age of Big Data

The small city of Reading, Pennsylvania, has had a tough go of it
in the postindustrial era. Nestled in the green hills fifty miles west
of Philadelphia, Reading grew rich on railroads, steel, coal, and
textiles. But in recent decades, with all of those industries in steep
decline, the city has languished. By 2011, it had the highest pov-
erty rate in the country, at 41.3 percent. (The following year, it was
surpassed, if barely, by Detroit.) As the recession pummeled Read-
ing’s economy following the 2008 market crash, tax revenues fell,
which led to a cut of forty-five officers in the police department—
despite persistent crime.

Reading police chief William Heim had to figure out how to

CIVILIAN CASUALTIES 85

et the same or better policing out of a smaller force. So in 2013
he invested in crime prediction software made by PredPol, a Big
Data start-up based in Santa Cruz, California. The program pro-
cessed historical crime data and calculated, hour by hour, where

~rimes were most likely to occur. The Reading policemen could

view the program’s conclusions as a series of squares, each one just

the size of two football fields. If they spent more time patrolling

these squares, there was a good chance they would discourage

_crime. And sure enough, a year later, Chief Heim announced that
burglaries were down by 23 percent.

Predictive programs like PredPol are all the rage in budget-
strapped police departments across the country. Departments
from Atlanta to Los Angeles are deploying cops in the shifting
squares and reporting falling crime rates. New York City uses a
similar program, called CompStat. And Philadelphia police are
using a local product called HunchLab that includes risk terrain
analysis, which incorporates certain features, such as ATMs or
convenience stores, that might attract crimes. Like those in the
rest of the Big Data industry, the developers of crime prediction
software are hurrying to incorporate any information that can
boost the accuracy of their models.

If you think about it, hot-spot predictors are similar to the shift-
ing defensive models in baseball that we discussed earlier. Those
systems look at the history of each player’s hits and then position
fielders where the ball is most likely to travel. Crime prediction

software carries out similar analysis, positioning cops where

crimes appear most likely to occur. Both types of models opti-

mize resources. But a number of the crime prediction models are
more sophisticated, because they predict progressions that could
lead to waves of crime. PredPol, for example, is based on seismic
software: it looks at a crime in one area, incorporates it into his-
torical patterns, and predicts when and where it might occur next.
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(One simple correlation it has found: if burglars hit your next-door
neighbor’s house, batten down the hatches.)

Predictive crime models like PredPol have their virtues. Un-
like the crime-stoppers in Steven Spielberg’s dystopian movie M.
nority Report (and some ominous real-life initiatives, which we’ll
get to shortly), the cops don’t track down people before they com-
mit crimes. Jeffrey Brantingham, the UCLA anthropology profes-
sor who founded PredPol, stressed to me that the model is blind
to race and ethnicity. And unlike other programs, including the
recidivism risk models we discussed, which are used for sentenc-
ing guidelines, PredPol doesn’t focus on the individual. Instead,
it targets geography. The key inputs are the type and location of
each crime and when it occurred. That seems fair enough. And if
cops spend more time in the high-risk zones, foiling burglars and
car thieves, there’s good reason to believe that the community
benefits.

But most crimes aren’t as serious as burglary and grand theft
auto, and that is where serious problems emerge. When police set
up their PredPol system, they have a choice. They can focus ex-
clusively on so-called Part 1 crimes. These are the violent crimes,
including homicide, arson, and assault, which are usually re-
ported to them. But they can also broaden the focus by including
Part 2 crimes, including vagrancy, aggressive panhandling, and
selling and consuming small quantities of drugs. Many of these
“nuisance” crimes would go unrecorded if a cop weren’t there to

see them.

These nuisance crimes are endemic to many impoverished
neighborhoods. In some places police call them antisocial behav-
ior, or ASB. Unfortunately, including them in the model threatens
to skew the analysis. Once the nuisance data flows into a predictive
model, more police are drawn into those neighborhoods, where
they’re more likely to arrest more people. After all, even if their
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objective is to stop burglaries, murders, and rape, they’re bound to
have slow periods. It’s the nature of patrolling. And if a patrolling
cop sees a couple of kids who look no older than sixteen guzzling
from a bottle in a brown bag, he stops them. These types of low-
level crimes populate their models with more and more dots, and
the models send the cops back to the same neishbarhaod.

This creates a pernicious feedback loop. The policing itself
spawns new data, which justifies more policing. And our prisons
fill up with hundreds of thousands of people found guilty of vic-
timless crimes. Most of them come from impoverished neighbor-

hoods, and most are black or Hispanic. So even if a model is color

blind, the result of it is anything but. In our largely segregated

cities, geography is a highly effective proxy for race.

It the purpose of the models is to prevent serious crimes, you
might ask why nuisance crimes are tracked at all. The answer is
that the link between antisocial behavior and crime has been an
article of faith since 1982, when a criminologist named George
Kelling teamed up with a public policy expert, James Q. Wilson,
to write a seminal article in the Atlantic Monthly on so-called
broken-windows policing. The idea was that low-level crimes and
misdemeanors created an atmosphere of disorder in a neighbor-
hood. This scared law-abiding citizens away. The dark and empty
streets they left behind were breeding grounds for serious crime.
The antidote was for society to resist the spread of disorder. This
included fixing broken windows, cleaning up graffiti-covered sub-
way cars, and taking steps to discourage nuisance crimes.

This thinking led in the 19gos to zero-tolerance campaigns,
most famously in New York City. Cops would arrest kids for jump-
ing the subway turnstiles. They’d apprehend people caught shar-
ing a single joint and rumble them around the city in a paddy
wagon for hours before eventually booking them. Some credited
these energetic campaigns for dramatic falls in violent crimes.
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Others disagreed. The authors of the bestselling book Freakonom-
ics went so far as to correlate the drop in crime to the legalization
of abortion in the 1970s. And plenty of other theories also sur-
faced, ranging from the falling rates of crack cocaine addiction
to the booming 19gos economy. In any case, the zero-tolerance
movement gained broad support, and the criminal justice system
sent millions of mostly young minority men to prison, many of
them for minor offenses.

But zero tolerance actually had very little to do with Kelling
and Wilson’s “broken-windows” thesis. Their case study focused
on what appeared to be a successful policing initiative in Newark,
New Jersey. Cops who walked the beat there, according to the
program, were supposed to be highly tolerant. Their job was to
adjust to the neighborhood’s own standards of order and to help
uphold them. Standards varied from one part of the city to an-
other. In one neighborhood, it might mean that drunks had to
keep their bottles in bags and avoid major streets but that side
streets were okay. Addicts could sit on stoops but not lie down.
The idea was only to make sure the standards didn’t fall. The
cops, in this scheme, were helping a neighborhood maintain its
own order but not imposing their own.

You might think I'm straying a bit from PredPol, mathematics,
and WMDs. But each policing approach, from broken windows to
zero tolerance, represents a model. Just like my meal planning or
the U.S. News Top College ranking, each crime-fighting model
calls for certain input data, followed by a series of responses, and
each is calibrated to achieve an objective. It’s important to look at
policing this way, because these mathematical models now domi-
nate law enforcement. And some of them are WMDs.

That said, we can understand why police departments would
choose to include nuisance data. Raised on the orthodoxy of zero
tolerance, many have little more reason to doubt the link between
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small crimes and big ones than the correlation between smoke
and fire. When police in the British city of Kent tried out PredPol,
in 2013, they incorporated nuisance crime data into their model.
It seemed to work. They found that the PredPol squares were ten
times as efficient as random patrolling and twice as precise as
analysis delivered by police intelligence. And what type of crimes
did the model best predict? Nuisance crimes. This makes all the
sense in the world. A drunk will pee on the same wall, day in and
day out, and a junkie will stretch out on the same park bench,
while a car thief or a burglar will move about, working hard to
anticipate the movements of police.

Even as police chiefs stress the battle against violent crime, it
would take remarkable restraint not to let loads of nuisance data
flow into their predictive models. More data, it’s easy to believe, is
better data. While a model focusing only on violent crimes might
produce a sparse constellation on the screen, the inclusion of nui-
sance data would create a fuller and more vivid portrait of lawless-
ness in the city.

And in most jurisdictions, sadly, such a crime map would track
poverty. The high number of arrests in those areas would do noth-
ing but confirm the broadly shared thesis of society’s middle and
upper classes: that poor people are responsible for their own short-
comings and commit most of a city’s crimes.

But what if police looked for different kinds of crimes? That
may sound counterintuitive, because most of us, including the po-
lice, view crime as a pyramid. At the top is homicide. It’s followed
by rape and assault, which are more common, and then shop-
lifting, petty fraud, and even parking violations, which happen all
the time. Prioritizing the crimes at the top of the pyramid makes
sense. Minimizing violent crime, most would agree, is and should
be a central part of a police force’s mission.

But how about crimes far removed from the boxes on the

3 £ 5
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PredPol maps, the ones carried out by the rich? In the 2000s, the
kings of finance threw themselves a lavish party. They lied, they
bet billions against their own customers, they committed fraud
and paid off rating agencies. Enormous crimes were committed
there, and the result devastated the global economy for the best
part of five years. Millions of people lost their homes, jobs, and
health care.

We have every reason to believe that more such crimes are oc-
curring in finance right now. If we've learned anything, it’s that
the driving goal of the finance world is to make a huge profit, the
bigger the better, and that anything resembling self-regulation is
worthless. Thanks largely to the industry’s wealth and powerful
lobbies, finance is underpoliced.

Just imagine if police enforced their zero-tolerance strategy in
finance. They would arrest people for even the slightest infrac-
tion, whether it was chiseling investors on go1ks, providing mis-
leading guidance, or committing petty frauds. Perhaps SWAT
teams would descend on Greenwich, Connecticut. They'd go
undercover in the taverns around Chicago’s Mercantile Ex-
change.

Not likely, of course. The cops don’t have the expertise for that
kind of work. Everything about their jobs, from their training to
their bullet-proof vests, is adapted to the mean streets. Clamp-
ing down on white-collar crime would require people with dif-
ferent tools and skills. The small and underfunded teams who
handle that work, from the FBI to investigators at the Securities
and Exchange Commission, have learned through the decades
that bankers are virtually invulnerable. They spend heavily on our
politicians, which always helps, and are also viewed as crucial to
our economy. That protects them. If their banks go south, our
economy could go with them. (The poor have no such argument.)
So except for a couple of criminal outliers, such as Ponzi-scheme
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master Bernard Madoff, financiers don’t get arrested. As a group,
they made it through the 2008 market crash practically unscathed.
What could ever burn them now?

My point is that police make choices about where they direct
their attention. Today they focus almost exclusively on the poor.
That's their heritage, and their mission, as they understand it.
And now data scientists are stitching this status quo of the social
order into models, like PredPol, that hold ever-greater sway over
our lives.

The result is that while PredPol delivers a perfectly useful and
even high-minded software tool, it is also a do-it-yourself WMD.
In this sense, PredPol, even with the best of intentions, empow-
ers police departments to zero in on the poor, stopping more of
them, arresting a portion of those, and sending a subgroup to
prison. And the police chiefs, in many cases, if not most, think
that they’re taking the only sensible route to combating crime.
That’s where it is, they say, pointing to the highlighted ghetto on
the map. And now they have cutting-edge technology (powered
by Big Data) reinforcing their position there, while adding preci-
sion and “science” to the process.

The result is that we criminalize poverty, believing all the
while that our tools are not only scientific but fair.

One weekend in the spring of 2011, I attended a data “hackathon”
in New York City. The goal of such events is to bring together
hackers, nerds, mathematicians, and software geeks and to mobi-
lize this brainpower to shine light on the digital systems that wield
so much power in our lives. I was paired up with the New York
Civil Liberties Union, and our job was to break out the data on
one of the NYPD’s major anticrime policies, so-called stop, ques-
tion, and frisk. Known simply as stop and frisk to most people,
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the practice had drastically increased in the data-driven age of
CompStat.

The police regarded stop and frisk as a filtering device for
crime. The idea is simple. Police officers stop people who look
suspicious to them. It could be the way theyre walking or dressed,
or their tattoos. The police talk to them and size them up, often
while theyre spread-eagled against a wall or the hood of a car.
They ask for their ID, and they frisk them. Stop enough people,
the thinking goes, and you'll no doubt stop loads of petty crimes,
and perhaps some big ones. The policy, implemented by Mayor
Michael Bloomberg’s administration, had loads of public support.
Over the previous decade, the number of stops had risen by 600
percent, to nearly seven hundred thousand incidents. The great
majority of those stopped were innocent. For them, these encoun-
ters were highly unpleasant, even infuriating. Yet many in the
public associated the program with the sharp decline of crime in
the city. New York, many felt, was safer. And statistics indicated as
much. Homicides, which had reached 2,245 in 1990, were down
to 515 (and would drop below 400 by 2014).

Everyone knew that an outsized proportion of the people the
police stopped were young, dark-skinned men. But how many did
they stop? And how often did these encounters lead to arrests or
stop crimes? While this information was technically public, much
of it was stored in a database that was hard to access. The software
didn’t work on our computers or flow into Excel spreadsheets. Our
job at the hackathon was to break open that program and free the
data so that we could all analyze the nature and effectiveness of
the stop-and-frisk program.

What we found, to no great surprise, was that an overwhelming
majority of these encounters—about 85 percent—involved young
African American or Latino men. In certain neighborhoods,
many of them were stopped repeatedly. Only o.1 percent, or one
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of one thousand stopped, was linked in any way to a violent crime.
Yet this filter captured many others for lesser crimes, from drug
possession to underage drinking, that might have otherwise gone
undiscovered. Some of the targets, as you might expect, got angry,
and a good number of those found themselves charged with re-
sisting arrest.

The NYCLU sued the Bloomberg administration, charging
that the stop-and-frisk policy was racist. It was an example of un-
even policing, one that pushed more minorities into the criminal
justice system and into prison. Black men, they argued, were six
times more likely to be incarcerated than white men and twenty-
one times more likely to be killed by police, at least according to
the available data (which is famously underreported).

Stop and frisk isn’t exactly a WMD, because it relies on human
judgment and is not formalized into an algorithm. But it is built

upon a simple and destructive calculation. If police stop one thou-
sand people in certain neighborhoods, they’ll uncover, on aver-
age, one significant suspect and lots of smaller ones. This isn’t so
different from the long-shot calculations used by predatory ad-
vertisers or spammers. Even when the hit ratio is miniscule, if
you give yourself enough chances you'll reach your target. And
that helps to explain why the program grew so dramatically under
Bloomberg’s watch. If stopping six times as many people led to six

times the number of arrests, the inconvenience and harassment
suffered by thousands upon thousands of innocent people was jus-
tified. Weren't they interested in stopping crime?

Aspects of stop and frisk were similar to WMDs, though. For
example, it had a nasty feedback loop. It ensnared thousands of
black and Latino men, many of them for committing the petty

crimes and misdemeanors that go on in college frats, unpunished,

every Saturday night. But while the great majority of university

students were free to sleep off their excesses, the victims of stop

a0
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and frisk were booked, and some of them dispatched to the hell
that is Rikers Island. What’s more, each arrest created new data,
further justifying the policy.

As stop and frisk grew, the venerable legal concept of proba-
ble cause was rendered virtually meaningless, because police
were hunting not only people who might have already commit-
ted a crime but also those who might commit one in the future.
Sometimes, no doubt, they accomplished this goal. By arresting a
young man whose suspicious bulge turned out to be an unregis-
tered gun, they might be saving the neighborhood from a murder
or armed robbery, or even a series of them. Or maybe not. What-
ever the case, there was a logic to stop and frisk, and many found
it persuasive.

But was the policy constitutional? In August of 2013, federal
judge Shira A. Scheindlin ruled that it was not. She said officers
routinely “stopped blacks and Hispanics who would not have
been stopped if they were white.” Stop and frisk, she wrote, ran
afoul of the Fourth Amendment, which protects against unrea-
sonable searches and seizures by the government, and it also
failed to provide the equal protection guaranteed by the Four-
teenth Amendment. She called for broad reforms to the practice,
including increased use of body cameras on patrolling policemen.
This would help establish probable cause—or the lack of it—and
remove some of the opacity from the stop-and-frisk model. But it
would do nothing to address the issue of uneven policing.

While looking at WMDs, we're often faced with a choice be-
tween fairness and efficacy. Our legal traditions lean strongly
toward fairness. The Constitution, for example, presumes inno-
cence and is engineered to value it. From a modeler’s perspective,
the presumption of innocence is a constraint, and the result is
that some guilty people go free, especially those who can afford
good lawyers. Even those found guilty have the right to appeal

T
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their verdict, which chews up time and resources. So the system
sacrifices enormous efficiencies for the promise of fairness. The
Constitution’s implicit judgment is that freeing someone who
may well have committed a crime, for lack of evidence, poses less
ofa danger to our society than jailing or executing an innocent
person.

WMDs, by contrast, tend to favor efficiency. By their very na-
ture, they feed on data that can be measured and counted. But
fairness is squishy and hard to quantify. It is a concept. And com-
puters, for all of their advances in language and logic, still struggle
mightily with concepts. They “understand” beauty only as a word
associated with the Grand Canyon, ocean sunsets, and grooming
tips in Vogue magazine. They try in vain to measure “friendship”
by counting likes and connections on Facebook. And the concept
of fairness utterly escapes them. Programmers don’t know how to
code for it, and few of their bosses ask them to.

So fairness isn’t calculated into WMDs. And the result is mas-
sive, industrial production of unfairness. If you think of a WMD
as a factory, unfairness is the black stuff belching out of the smoke
stacks. It’s an emission, a toxic one.

The question is whether we as a society are willing to sacrifice
a bit of efficiency in the interest of fairness. Should we handicap
the models, leaving certain data out? It’s possible, for example
that adding gigabytes of data about antisocial behavior might help’
PredPol predict the mapping coordinates for serious crimes. But
this comes at the cost of a nasty feedback loop. So I'd argue that
we should discard the data.

It’s a tough case to make, similar in many ways to the battles
over wiretapping by the National Security Agency. Advocates of
the s?ooping argue that it’s important for our safety. And those
running our vast national security apparatus will keep pushing
for more information to fulfill their mission, They’ll continue to
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encroach on people’s privacy until they get the message that they
must find a way to do their job within the bounds of the Constitu.
tion. It might be harder, but it’s necessary.

The other issue is equality. Would society be so willing to sac-
rifice the concept of probable cause if everyone had to endure the
harassment and indignities of stop and frisk? Chicago police have
their own stop-and-frisk program. In the name of fairness, what
if they sent a bunch of patrollers into the city’s exclusive Gold
Coast? Maybe they’d arrest joggers for jaywalking from the park
across W. North Boulevard or crack down on poodle pooping
along Lakeshore Drive. This heightened police presence would
probably pick up more drunk drivers and perhaps uncover a few
cases of insurance fraud, spousal abuse, or racketeering. Occa-
sionally, just to give everyone a taste of the unvarnished experi-
ence, the cops might throw wealthy citizens on the trunks of their
cruisers, wrench their arms, and snap on the handcuffs, perhaps
while swearing and calling them hateful names.

In time, this focus on the Gold Coast would create data. It
would describe an increase in crime there, which would draw
even more police into the fray. This would no doubt lead to grow-
ing anger and confrontations. I picture a double parker talking
back to police, refusing to get out of his Mercedes, and finding
himself facing charges for resisting arrest. Yet another Gold Coast
crime.

This may sound less than serious. But a crucial part of justice
is equality. And that means, among many other things, experienc-
ing criminal justice equally. People who favor policies like stop
and frisk should experience it themselves. Justice cannot just be
something that one part of society inflicts upon the other.

The noxious effects of uneven policing, whether from stop
and frisk or predictive models like PredPol, do not end when
the accused are arrested and booked in the criminal justice sys-
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tem. Once there, many of them confront another WMD that [
discussed in chapter 1, the recidivism model used for sentenc-
ing guidelines. The biased data from uneven policing funnels
right into this model. Judges then look to this supposedly scien-
tific analysis, crystallized into a single risk score. And those who
take this score seriously have reason to give longer sentences to
prisoners who appear to pose a higher risk of committing other
crimes.

And why are nonwhite prisoners from poor neighborhoods
more likely to commit crimes? According to the data inputs for
the recidivism models, it’s because theyre more likely to be job-
less, lack a high school diploma, and have had previous run-ins
with the law. And their friends have, too.

Another way of looking at the same data, though, is that these

prisoners live in poor neighborhoods with terrible schools and

scant opportunities. And theyre highly policed. So the chance

that an ex-convict returning to that neighborhood will have an-

other brush with the law is no doubt larger than that of a tax

fraudster who is released into a leafy suburb. In this system, the

poor and nonwhite are punished more for being who they are and
living where they live.

What’s more, for supposedly scientific systems, the recidivism
models are logically flawed. The unquestioned assumption is that
locking away “high-risk” prisoners for more time makes society
safer. It is true, of course, that prisoners don’t commit crimes
against society while behind bars. But is it possible that their time
in prison has an effect on their behavior once they step out? Is
there a chance that years in a brutal environment surrounded by
felons might make them more likely, and not less, to commit an-
other crime? Such a finding would undermine the very basis of
the recidivism sentencing guidelines. But prison systems, which
are awash in data, do not carry out this highly important research.
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All too often they use data to justify the workings of the system but
not to question or improve the system.

Compare this attitude to the one found at Amazon.com. The
giant retailer, like the criminal justice system, is highly focused on
a form of recidivism. But Amazon’s goal is the opposite. It wants
people to come back again and again to buy. Its software system
targets recidivism and encourages it.

Now, if Amazon operated like the justice system, it would start
by scoring shoppers as potential recidivists. Maybe more of them
live in certain area codes or have college degrees. In this case, Am-
azon would market more to these people, perhaps offering them
discounts, and if the marketing worked, those with high recidivist
scores would come back to shop more. If viewed superficially, the
results would appear to corroborate Amazon’s scoring system.

But unlike the WMDs in criminal justice, Amazon does not
settle for such glib correlations. The company runs a data lab-
oratory. And if it wants to find out what drives shopping recidi-
vism, it carries out research. Its data scientists don’t just study zip
codes and education levels. They also inspect people’s experience
within the Amazon ecosystem. They might start by looking at the
patterns of all the people who shopped once or twice at Amazon
and never returned. Did they have trouble at checkout? Did their
packages arrive on time? Did a higher percentage of them post a
bad review? The questions go on and on, because the future of
the company hinges upon a system that learns continually, one
that figures out what makes customers tick.

If I had a chance to be a data scientist for the justice system, I
would do my best to dig deeply to learn what goes on inside those
prisons and what impact those experiences might have on prison-
ers’ behavior. I'd first look into solitary confinement. Hundreds
of thousands of prisoners are kept for twenty-three hours a day in
these prisons within prisons, most of them no bigger than a horse
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stall. Researchers have found that time in solitary produces deep
feelings of hopelessness and despair. Could that have any impact
on recidivism? That’s a test I'd love to run, but I'm not sure the
data is even collected.

How about rape? In Unfair: The New Science of Criminal In-
justice, Adam Benforado writes that certain types of prisoners are
targeted for rape in prisons. The young and small of stature are
especially vulnerable, as are the mentally disabled. Some of these
people live for years as sex slaves. It’s another important topic for
analysis that anyone with the relevant data and expertise could
work out, but prison systems have thus far been uninterested in
cataloging the long-term effects of this abuse.

A serious scientist would also search for positive signals from
the prison experience. What’s the impact of more sunlight, more
sports, better food, literacy training? Maybe these factors will
improve convicts’ behavior after they go free. More likely, they’ll
have varying impact. A serious justice system research program
would delve into the effects of each of these elements, how they
work together, and which people they’re most likely to help. The
goal, if data were used constructively, would be to optimE

prisons—much the way companies like Amazon optimize web-

sites or supply chains—for the benefit of both the prisoners and
society at large.

But prisons have every incentive to avoid this data-driven ap-
proach. The PR risks are too great—no city wants to be the subject
of a scathing report in the New York Times. And, of course, there’s
big money riding on the overcrowded prison system. Privately run
prisons, which house only 10 percent of the incarcerated popu-
lation, are a $5 billion industry. Like airlines, the private prisons
make profits only when running at high capacity. Too much pok-
ing and prodding might threaten that income source.

So instead of analyzing prisons and optimizing them, we deal
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with them as black boxes. Prisoners go in and disappear from our
view. Nastiness no doubt occurs, but behind thick walls. What
goes on in there? Don’t ask. The current models stubbornly stick
to the dubious and unquestioned hypothesis that more prison
time for supposedly high-risk prisoners makes us safer. And if
studies appear to upend that logic, they can be easily ignored.

And this is precisely what happens. Consider a recidivism study
by Michigan economics professor Michael Mueller-Smith. After
studying 2.6 million criminal court records in Harris County,
Texas, he concluded that the longer inmates in Harris County,
Texas, spent locked up, the greater the chance that they would
fail to find employment upon release, would require food stamps
and other public assistance, and would commit further crimes.
But to turn those conclusions into smart policy and better justice,
politicians will have to take a stand on behalf of a feared minority
that many (if not most) voters would much prefer to ignore. It’s a
tough sell.

Stop and frisk may seem intrusive and unfair, but in short time it
will also be viewed as primitive. That’s because police are bring-
ing back tools and techniques from the global campaign against
terrorism and focusing them on local crime fighting. In San
Diego, for example, police are not only asking the people they
stop for identification, or frisking them. On occasion, they also
take photos of them with iPads and send them to a cloud-based
facial recognition service, which matches them against a database
of criminals and suspects. According to a report in the New York
Times, San Diego police used this facial recognition program on
20,600 people between 2011 and 2015. They also probed many of
them with mouth swabs to harvest DNA.

Advances in facial recognition technology will soon allow for

™
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much broader surveillance. Officials in Boston, for example, were
considering using security cameras to scan thousands of faces at
outdoor concerts. This data would be uploaded to a service that
could match each face against a million others per second. In
the end, officials decided against it. Concern for privacy, on that
occasion, trumped efficiency. But this won’t always be the case.

As technology advances, we're sure to see a dramatic growth
of surveillance. The good news, if you want to call it that, is that
once thousands of security cameras in our cities and towns are
sending up our images for analysis, police won’t have to discrim-
inate as much. And the technology will no doubt be useful for
tracking down suspects, as happened in the Boston Marathon
bombing. But it means that we’ll all be subject to a digital form
of stop and frisk, our faces matched against databases of known
criminals and terrorists.

The focus then may well shift toward spotting potential
lawbreakers—not just neighborhoods or squares on a map but in-
dividuals. These preemptive campaigns, already well established
in the fight against terrorism, are a breeding ground for WMDs.

In 2009, the Chicago Police Department received a $2 million
grant from the National Institute of Justice to develop a predictive
program for crime. The theory behind Chicago’s winning appli-
cation was that with enough research and data they might be able
to demonstrate that the spread of crime, like epidemics, follows
certain patterns. It can be predicted and, hopefully, prevented.

The scientific leader of the Chicago initiative was Miles Wer-
nick, the director of the Medical Imaging Research Center at the
Illinois Institute of Technology (IIT). Decades earlier, Wernick
had helped the US military analyze data to pick out battlefield
targets. He had since moved to medical data analysis, includ-
ing the progression of dementia. But like most data scientists,
he didn’t see his expertise as tethered to a specific industry. He
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spotted patterns. And his focus in Chicago would be the patterns
of crime, and of criminals.

The early efforts of Wernick’s team focused on singling out
hot spots for crime, much as PredPol does. But the Chicago team
went much further. They developed a list of the approximately
four hundred people most likely to commit a violent crime. And
it ranked them on the probability that they would be involved in
a homicide.

One of the people on the list, a twenty-two-year-old high
school dropout named Robert McDaniel, answered his door one
summer day in 2013 and found himself facing a police officer.
McDaniel later told the Chicago Tribune that he had no history of
gun violations and had never been charged with a violent crime.
Like most of the young men in Austin, his dangerous West Side
neighborhood, McDaniel had had brushes with the law, and he
knew plenty of people caught up in the criminal justice system.
The policewoman, he said, told him that the force had its eye on
him and to watch out.

Part of the analysis that led police to McDaniel involved his
social network. He knew criminals. And there is no denying that
people are statistically more likely than not to behave like the peo-
ple they spend time with. Facebook, for example, has found that
friends who communicate often are far more likely to click on the
same advertisement. Birds of a feather, statistically speaking, do
fly together.

And to be fair to Chicago police, they're not arresting people
like Robert McDaniel, at least not yet. The goal of the police in
this exercise is to save lives. If the four hundred people who ap-
pear most likely to commit violent crimes receive a knock on the
door and a warning, maybe some of them will think twice before
packing a gun.

But let’s consider McDaniel’s case in terms of fairness. He hap-
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pened to grow up in a poor and dangerous neighborhood. In this,
he was unlucky. He has been surrounded by crime, and many of
his acquaintances have gotten caught up in it. And largely be-
cause of these circumstances—and not his own actions—he has
been deemed dangerous. Now the police have their eye on him.
And if he behaves foolishly, as millions of other Americans do on
a regular basis, if he buys drugs or gets into a barroom fight or
carries an unregistered handgun, the full force of the law will fall
down on him, and probably much harder than it would on most
of us. After all, he’s been warned.

I would argue that the model that led police to Robert McDan-
iel’s door has the wrong objective. Instead of simply trying to erad-
icate crimes, police should be attempting to build relationships
in the neighborhood. This was one of the pillars of the original
“broken-windows” study. The cops were on foot, talking to peo-
ple, trying to help them uphold their own community standards.
But that objective, in many cases, has been lost, steamrollered by
models that equate arrests with safety.

This isn’t the case everywhere. I recently visited Camden, New
Jersey, which was the murder capital of the country in 2011. I found
that the police department in Camden, rebuilt and placed under
state control in 2012, had a dual mandate: lowering crime and
engendering community trust. If building trust is the objective,
an arrest may well become a last resort, not the first. This more
empathetic approach could lead to warmer relations between the
police and the policed, and fewer of the tragedies we've seen in
recent years—the police killings of young black men and the riots
that follow them.

From a mathematical point of view, however, trust is hard to
quantify. That’s a challenge for people building models. Sadly,
it’s far simpler to keep counting arrests, to build models that as-
sume we're birds of a feather and treat us as such. Innocent people




104 WEAPONS OF MATH DESTRUCTION

surrounded by criminals get treated badly, and criminals sur-
rounded by a law-abiding public get a pass. And because of the
strong correlation between poverty and reported crime, the poor
continue to get caught up in these digital dragnets. The rest of us
barely have to think about them.
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INELIGIBLE TO SERVE

Getting a Job

A few years ago, a young man named Kyle Behm took a leave
from his studies at Vanderbilt University. He was suffering from
bipolar disorder and needed time to get treatment. A year and a
half later, Kyle was healthy enough to return to his studies at a
different school. Around that time, he learned from a friend about
a part-time job at Kroger. It was just a minimum-wage job at a
supermarket, but it seemed like a sure thing, His friend, who was
leaving the job, could vouch for him. For a high-achieving stu-
dent like Kyle, the application looked like a formality.

But Kyle didn’t get called back for an interview. When he in-
quired, his friend explained to him that he had been “red-lighted”




